Abstract. New or emerging technologies such as e-services, e-/m-commerce, Cyber-payment, mobile banking and pay-as-you-go insurance services are opening up new avenues for criminals to commit computer-related financial fraud and online abuse. This serious situation has been evidenced by the UK Information Security Breach Survey 2004 and the UK National Hi-Tech Crime Unit's recent report, "Hi-Tech Crime: The Impact On UK Business 1 ". It highlights that online financial fraud is one of the most serious e-crimes and takes the lion's share of over 60% of e-crime costs, and most of the financial fraud cases are committed by authorised insiders. Authorised insiders can more easily break the security barrier of a bank or a financial institution due to their operating privileges on the banking automated systems. Failure to detect such cases promptly can lead to (sometimes huge) financial loses and damage the reputation of financial institutions. This paper introduces a real-time fraud detection solution -the Transaction Authentication Service (TAS) -to tackle the problem of transaction manipulation by authorised insiders. The paper also introduces an important building block used in the design of TAS, Automated Banking Certificates (ABCs).
Introduction
With the increasing popularity of the Internet and Information Technology (IT), nearly all the sectors, such as the public, the retail and the banking and financial sectors, are adopting e-services and improving their Internet presence. Electronic financial services reduce costs, increase operational efficiency, and allow banking institutions to reach out to more customers. However, the e-service provisions are also opening up new avenues for criminals to commit computer-related financial fraud and online abuse. This serious situation has been evidenced by the UK Information Security Breach Survey 2004 and the UK National Hi-Tech Crime Unit's recent report, "Hi-Tech Crime: The Impact On UK Business 1 ". It highlights that online financial fraud is one of the most serious e-crimes and takes the lion's share of over 60% of ecrime costs, and most of the financial fraud cases are committed by authorised insiders. This is because authorised users (e.g. banking employees) are assets and have the privileges to access and operate on automated banking systems and to perform financial transactions using financial services provided by these systems. At the same time, they are also threats and in the position to more easily break any security barrier implemented in these systems and services [3] . In addition, the nature of e-services allows more fraudulent transactions to be performed within a given time period in comparison with manual ways of performing transactions. Each year, billions of pounds are lost in the banking sector due to fraud committed by authorised insiders through the exploitation of system vulnerabilities [2] . Therefore, more effective security measures are needed to detect promptly fraudulent or erroneous financial transactions performed by authorised users and to ensure transaction integrity.
In existing e-transaction systems, a transaction is said to be 'authentic' (1) if it is performed by an authorised entity (hardware, software or user), (2) if it has not been altered since it was generated, and (3) if it is not a replay of an earlier valid transaction. By this definition, an illegitimate transaction (e.g. an unauthorised transaction performed to launder dirty money) performed by an authorised user (e.g. a bank employee) will be regarded as authentic. In current banking systems, such transactions can only be identified by an audit that is usually executed after the transactions have already taken place. A more effective solution to fight against these fraudulent transactions performed by authorised insiders would be a real-time mechanism that can identify inconsistencies in transactions and detect them while they are taking place. This paper introduces such a solution, called Transaction Authentication Service (TAS). It makes use of Automated Banking Certificates (ABCs) -integrity protected transaction audit trails -and the workflow technology to ensure that any malicious or accidental alteration or manipulation of any of the transactions in a set entered by authorised users can be detected promptly.
In detail, the next section of this paper provides background on cryptographic primitives and security techniques which are used for the TAS design. In Section 3, notation and an example using the notation is presented. Section 4 provides identification of security breaches in banking transaction processes. In Section 5 the idea and the design requirements of an ABC are described. Section 6 gives the design of two types of ABC, intra-system and inter-system ABCs, and finally, the conclusion of the work is given in section 7.
Cryptographic Primitives and Security Techniques
This section gives an overview of the cryptographic primitives and security techniques that are used in the design of ABCs and TAS.
User Identification and Data Authentication
Traditionally, in order to prove that a transaction is authentic (i.e. the transaction is originated from an authorised entity, the data in the transaction has not been altered since it was created, and the transaction is not a replay of an earlier transaction), two authentication measures are required. One is the user identity authentication [16] , and the other is data authentication [18] .
